MAMSITKA }
JUIS OBYYAIOINUXCSl OB MHPOPMAIIMOHHOM BE30IACHOCTH
JNETEN

HEJIb34

1. Bcem mozipsi cooO1IaTh CBOO YacTHYIO HHPOPMAIHIO (HacTOSImue uMs, hamrnio, TenedoH,
ajipec, HOMep MIKOJIbI, a TaKxke (oTorpaduu CBOM, CBOSH CEMbU U IpYy3€il);

2. OTKpbIBaTh BIOXKEHHBIE (DAiiNIbl AJIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuth, npuanpaThes, OKa3bIBaTh AABJICHUE — BECTU ce0s1 HEBEKIMBO M arpECCUBHO;

4. He pacniopspkaiicsi AeHbraMu TBOEH ceMbH 0€3 pa3pelleHrs CTapIIuX - BCeria CrpaminBai
poauTeneu;

5. He Bcrpeuaiics ¢ IHTEpHET-3HaKOMBIMHU B pPEaIbHOM JKU3HU - IIOCOBETYMCS CO B3POCIIBIM,
KOTOPOMY JIOBEPSICILb.

OCTOPOXHO

1. He Bce numryt npasay. Yuraeus o cede HenpaBay B lHTepHEeTE — co001111 00 3TOM CBOUM
POJMTENSIM UM ONEKYHaM;

2. llpurnamaroT nepenuchiBaThCsl, HTPAaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIM ITO/IBOXA;
3. HezakonHoe konmpoBanue ¢aiiio B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIBIM O TTpoOJIeMax B CETH - OHU BCET/la IIOMOTYT;

5. Vcrionb3yit HacTpoiKKM 6€301MacCHOCTH U IPUBATHOCTH, YTOOBI HE OTEPATH CBOM AKKAyHTHI B
COILICETSAX U JIPYTHX MopTaiax.

MOXHO

1. YBaxaii 1pyrux nojab30BaTeNen;

2. Ionw3yembess UHTEpHET-UCTOUYHUKOM - JIEJIail CCHUIKY Ha HETO;
3. OTKpbIBail TOJNBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O0maTbcs 32 TOMOILBIO B3POCIBIM - POAUTENHN, ONEKYHbI U aIMUHUCTpAIlHs CaliTOB BCeraa
IIOMOT'YT;

5. Ilpoiigu oOydenue Ha caiite «CeTeBUYOK» U MOJIY4H NaclopT HUPPOBOro rpakaaHnHa!

[Tucemo MunoGpnayku Poccun ot 14.05.2018 Ne 08-1184
O nanpasneHUN HHPOPMALHH
© Marepuan u3 CrpaBouHoii cuctembl «OOpa3oBaHHE.

[Toxpo6ree: http://vip.lobraz.ru/#/document/97/443572/p0480/?0f=copy-fabfc4bbf0



http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

NHO®OPMALIMOHHASA ITAMATKA JUIAA OBYYAIOLHINUXCA

C KaX/1pIM I'OZIOM MOJIOZIE’KH B HHTEPHETE CTAHOBUTHCS 0O0JIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYKHOCTEH, HHTEPHET HECeT U MpobeMbl. DTa namsTKa JOHKHA IIOMOYb Tebe 6e301acHo
HaxOJUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBJISIETCSI CIOCOOHOCTH K Pa3MHOXKEHUIO. B onoiHeHue K 3TOMYy,
BUPYCBHI MOT'YT ITOBPEIUTH WM MOJHOCTHIO YHUUTOXKHUTH BCe (ailiibl U TaHHbIE,
MOJIKOHTPOJIbHBIE TI0JIb30BATEI0, OT UMEHU KOTOPOTro Oblia 3amylieHa 3apakEHHas Iporpamma,
a TaKk)Ke MOBPEIUTh WIN JAaXKe YHUUYTOXKHUTh ONEPALIMOHHYIO CUCTEMY CO BceMH (hailinamu B
1esoM. B OonbIIMHCTBE CllydaeB pacipoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3alUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnionb3yil coBpeMeHHbIE ONEPAMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHB 3aIUTHI
OT BPEJOHOCHBIX NPOTPaMM;

2. IlocTrosiHHO ycTaHaBnuBai nauytu (U(pPOBbIE 3aIUIaTKH, KOTOPbIE aBTOMAaTHUYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOTKU MPOTrpaMMbl) U Apyrue OOHOBIIEHUS CBOEH omepariioHHON
cucreMbl. CkaunBail UX TOJIBKO ¢ ourranbHOro caita pazpadorunka OC. Ecnu cymecTByet
PEKUM aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IO/ IPaBaMH II0JIb30BATENS, a HE aIMUHHUCTPATOpa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM NEPCOHATIEHOM

KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE IPOIPaMMHBIE ITPOIYKThI U3BECTHBIX TPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pU3HYECKH JOCTYH K KOMIIBIOTEPY I TOCTOPOHHUX JIMLL;

6. Mcnonp3yil BHEIIHKWE HOCUTENH HH(OpMaLuY, Takue Kak (iemika, TucK win (aitn u3
UHTEPHETA, TOJILKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkphIBail KOMIIbIOTEpHBIE (DaiiiIbl, MOTyYSHHBIE U3 HEHAIEKHBIX UCTOYHUKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIIA TBOW 3HaKOMBIH. Jlydilie yTouHH y HEro, OTIpaBJIsl U OH TeOe UX.

Cern WI-FI
Wi-Fi - 310 He BHJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIb Open 1, Mapka. Emie B 1991

roay HUAEpIaHACKas KoMmnaHus 3apeructpuponana openn « WECAy, uyto 0603Ha9aso
cioBocouetanue «Wireless Fidelity», KoTopbIif mepeBoAUTCS Kak «OeCcIpOBOIHAS TOYHOCTDY.



Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOH )K€ TEXHOJIOTHEH.
Ot1o0 abbpeBuarypa «Wi-Fi». Takoe HazBaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIITHI
3BykoBo#i TexHuku Hi-Fi, 4To B mepeBose 03Ha4aeT «BBICOKAsE TOYHOCTbY.

Ja, GecruiaTHBIN HHTEPHET-AOCTYII B Kade, OTEINSAX U adpPOINopTax SBISIETCS OTIUIHON
BO3MOYKHOCTBIO BBIXO/Ia B HHTEPHET. HO MHOIME 3KCIIEPTHI CYMTAIOT, 4TO 00IIe0CTyIHbIe Wi-
Fi cetu He saBnsAroTCs O€30II1aCHBIMU.

Cosertsl 110 Oe30macHOCTH pabore B 001Iea0cTynHbIx ceTsx Wi-fi:

1. He nmepenasaii cBoro muunyro uHbopmaruio yepe3 odmenocrynubie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHUe-TO HOMEpa;

2. Ucnonb3yit 1 OOHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHaMayep. Tem cambIM Thl
o0e3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otknroun pynkiuio «O0mwmii noctyn K dailiam u mpuHTEpam».
Jannast pyHKIHS 3aKphITa 10 YMOJYAHUIO, OJJHAKO HEKOTOPHIC IMOJTH30BATEIIA AKTUBHPYIOT €8
IUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe min yuebe;

4. He ucnonw3yit myonnunelii WI-FI s nepegaun aMuHbIX JaHHBIX, HAIPUMEP JUIs BBIXOJIA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Nnonw3yit Tonbko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOU UMeHHO «https://»;

6. B moOunsHOM Tenedone otkmoun pynkumio «lloakmouenne k Wi-Fi aBromatuueckn». He
JOTTyCKail aBTOMAaTUYECKOTO MOAKII0YeHUs yeTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConuanbHbIE CETH

CouuanbHbIE CETH aKTUBHO BXOJST B HAIly )KM3Hb, MHOTHE JIFOJIU PA0OTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructprupoBan MUJLIIMapa YeOBEK, UTO SIBISIETCS OJHOMN
CeZIbMOM BCeX JKUTENEH TIaHeThl. MHOTHE MOJIh30BaTeNM HE TOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIeHHas UMY B COLIMATBHBIX CETSX, MOXKET ObITh Hali/IeHa U UCIIOJIb30BaHa KEM yroJIHO, B
TOM YHCIIe HE 00s13aTeNBHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI 10 0€30ITIaCHOCTH B COIMAJIBHBIX CETIX:

1. Orpanuyb criucok Apy3ei. Y TeOs B IPYy3bsiX HE TOJDKHO OBITH CYYalHBIX U HE3HAKOMBIX
b1 {001 (7 K

2. 3amuiaii cBOIO 4acTHYIO kHU3Hb. He yka3biBail maposnu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYIO0 HHPOPMALIKIO. 30YMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh e
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE IMPOBECTU KAHUKYJIBI;

3. 3amminaii CBOO peryTaIuio - IEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMpPOC: XOTel OBl ThI,
4TOOBI JPYyrUe MOJIb30BaTeNIN BUICIH, UTO ThI 3arpykaems? [logymaii, mpexe uemM uTo-To
OmnyOIMKOBAaTh, HAITUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOpUILIB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U
JPYTyIo JUUHYIO0 HH(OPMALUU: UMSI, MECTO KUTEIIbCTBA, MECTO Y4eObl U IPOYEE;



5. U36eraii pa3menienns ¢potorpaduii B UuTepHere, rae Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOW MOXKHO OIIPEEIIUTH TBOE MECTOIIOJIOKECHNUE;

6. I[Ipu peructpanuy B cOnManbHON CeTH HEOOXOANMO UCIIOIB30BATh CIIOKHBIC MTAPOITH,
cocroAmIre u3 OyKB U U(pP U ¢ KOIUISCTBOM 3HAKOB HE MEHEE §;

7. 1nst conManbHOM CeTH, MOYTHI M IPYTUX CAaTOB HEOOXOIMMO UCIIOIb30BaTh pa3HbIe MapOIIH.
Torna ecau Te6st B31I0MAIOT, TO 370yMBIIUIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

:‘)J'IeKTpOHHBIG JACHbI'

DNEKTPOHHBIE IEHbI'M — 3TO OUEHb yI0OHBIN CIIOCO0 MIaTexei, 0IHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIU.

3JI€KTpOHHI)I€ JACHbI'Y ITOABHUIINCH COBCEM HCAABHO M UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CHUX ITOP HE NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM yHKIMOHHUPYIOT M O HUX YK€ TIPOTIHMCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcs MpOBOIUTH onepaun 0e3 HAeHTH()UKALUY TT0JIb30BaTENs, a B
HEaHOHMMHBIX MJIHTU(UKALIUU MOIb30BaTENs ABISAETCS 00s13aTEIbHOM.

Taxoke cieayeT pa3nuyarh JIEKTPOHHbIE (PHATHBIE A€HBIH (PaBHBI TOCYAAPCTBEHHBIM BAJTIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHOI paboTe C ITEKTPOHHBIMU JE€HbIaMU:

1. TTpuBspku K cueTy MOOWIIBbHBIN TenedoH. DTO caMblil y100HBIN U OBICTPBIH cr1oco0
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBs3aHHbIi TeneOH MOMOXKET, eCii 3a0yAenIb CBOI
IUTATEXHBIA MapOoJIb WJIK 3aii/ielIb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA,

2. Ucnonw3yit oqHopasoBele nmapomu. [locie nepexona Ha YCUICHHYIO aBTOPU3AIIUIO Te0e yxke
He OyJIeT yrpokaTh OMACHOCTh KPaXKH WM MepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnosxHblil mapons. [lpectynHukam Oyner He MPOCTO yraJaTh CIOKHBINA Tapoib.
Hanexnsle maponu — 3T0 mapoiu, KOTOpbIe CoJiepkKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAaK J0Ju1apa,
¢byHTa, BoCKIMLATeNbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE J10BEPSCIIb.

DJIEKTPOHHAs TOHTA

DIIeKTpOHHAS MTOYTa — 3TO TEXHOJOTHUS U MPEAOCTABIIEMBIE €10 YCIYTH TI0 MEPEChUIKE 1
MIOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACTISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TOYTOBBIN SIIIUK BHITIISIUT CIEIYIONUM 00pa3oM:
UMs_TIOJb30BaTeNsI(@uMsl_oMeHa. Taxke Kpome mepeaadu MpocToro TEKCTa, MMEETCs

BO3MOXKHOCTb TepeaaBaTh (paispl.

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C AMEKTPOHHOM MOUTOM:



1. Hanto BbIOpaTh mpaBUIIbHBIN MTOYTOBBIHM cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOP
OecCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE JOBEPATh TEM, KOI'O 3HACIb U KTO MEPBBIN B
pEUTHUHTE;

2. He yka3biBaii B TMYHOM Mo4YTe JIMYHYIO HH(popMaruo. Hanpumep, rydrie BEIOpaTh
«MY3BIKaTbHBIN (paHaT@» i «pok2013» BMecTo «remal3dy;

3. Mcnonb3yit ABYX3TaNHYI0 aBTOPU3AIHI0. DTO KOTIa IOMUMO TapoJis HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Beibepu cioKHBIN apob. [ KaKI0r0 MOYTOBOTO SNIUKA JIOJDKEH OBITh CBOM HAJIC)KHBIH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. I/ICHOHBBYﬁ HCCKOJIBKO ITIOYTOBBIX AIIMKOB. HepBLIﬁ JJIA YacTHOM MEPCIIUCKU C aJipeCaTaMu,
KOTOPBIM ThI JOBCPACHID. 9710 3JICKTpOHHI)II71 aapecC HC HAa10 UCIIOJb30BAaTh IIPU PpECTrUCTpallXd Ha

dbopymax u caiitax;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKESHUS B IUCbMaX JJa)Ke €CIIM OHH MPHIILUIA OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (pailibl;

8. [Tocnie okoHUaHUs paOOTHI HA TOYTOBOM CEPBHCE MEPE]l 3aKPHITUEM BKIIAJKH C CANTOM HE
3a0y1p HAXKaTh Ha «BBIATIY.

KuOepOymuHr niy BUPTYyaabHOE U3/1€BATENbCTBO

KubepOymiauHr — npecienoBaHue COOOIIEHUIMH, COJIEPKAIUMU OCKOPOJICHH S, arpPECCHIO,
3alyruBaHue; XyJIUraHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBUCOB.

OcHoOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 00if. JIyummii cioco0: mocoBeToBaThesl Kak ceOsl BECTH U, €CIIM HET TOTo, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCs. Eciy Thl HaUHeNb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30XkKellb KOH(IIUKT;

2. Yopasnsaii cBoeil kubeppemnyranuei;

3. AHOHUMHOCTb B CETH MHHMas. CynleCTBy}OT CIIOCOOBI BBISICHHUTBH, KTO CTOUT 3a aHOHUMHBIM
AKKAaYHTOM;,

4. He crout BecTH XyJIUTaHCKUI 00pa3 BUPTYyaJIbHOM kU3HHU. IHTEpHET (PUKCHPYET BCE TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii ennHUYHBIH HeraTuB. OJJHOPa30BbIe OCKOPOUTENbHBIE COOOIICHUS JIydlIe
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayaJbHOU CTa UM,



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETIX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILIEHUH C ONPEICTICHHBIX apEeCcoB;

8. Eciut ToI cBHICTEND KNOEPOYsuTHHTa. TBOM NSHCTBHS: BBICTYIIMTh IIPOTHUB MTPECIICAOBATES,
1oKa3aTh €My, U4TO €ro JICHCTBHSI OIICHUBAIOTCSI HETATUBHO, MOJICPIKATh JKEPTBY, KOTOPOI
HY)KHa IICUXOJIOTHYECKasi TIOMOIIIb, COOOIIUTh B3POCIBIM O (DaKTEe arpeCCUBHOIO MOBEICHHUS B
CeTH.

MoOunbHbIi TenedoH

CoBpemeHHbIe cMapT(OHbBI U TUIAHIIETHI COJCPHKAT B ceOe BIIOJIHE B3POCIIbIA (HYHKIIHOHAT, U
TENeph OHU MOT'YT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMHU KOMITbIOTepaMu. OHAKO, CPEICTB
3aIIUTHI TS OJ0OHBIX YCTPOMCTB MOKa OUeHb Masio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B
HUX IPOMCXOUT HE TaK HHTCHCUBHO, Kak s [1K, To e camoe kacaeTcss 1 MOOMIbHBIX

MIPUITOKEHU M.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl YKe MPAKTUYCCKU JOTHAIH HACTOJIBHBIC aHAJIOTH, OJTHAKO
pacmmpenue GyHKIIMOHAIA BIICYET 32 COO0M OOJIBITYIO CJI0KHOCTD U MEHBIITYIO 3alUIIICHHOCTb.

Jlasieko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPhIBAIOIINE KPUTHUECKHE
YA3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHoOBHBIE COBETHI ISl 0€3011acHOCTH MOOMITBLHOTO TennedoHa:

1. Huuero He siByIsieTCs mo-HacTosIeMy OecrimaTHRIM. bynib ocToposkeH, Beab Koria Teoe
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

2. Aymait, mpexje 4eM oTnpaButh SMS, hoTo mnu Buaeo. Tl TOUHO 3HACIIB, TJE OHU OYAYT B
KOHEYHOM HUTOTE?

3. Heo6xo1umMo 0OHOBIIATH OMEPAllMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Vicnonp3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1s1 MOOMIIBHBIX TeNe()OHOB;

5. He 3arpy>1<a171 IMPUITOKECHUSA OT HCU3BCCTHOI'O UICTOYHUKA, BEAb OHHU MOT'YT COACPKATh
BPE€AOHOCHOEC IPpOTrpaMMHOE O6CCH€‘I€HI/IC;

6. [Tocne Toro Kak ThI BBIWENIH C CaifTa, T/ie BBOAMII JIHUHYIO HH(POPMAIIHUIO, 3aiiI1 B HACTPONKHU
Opaysepa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KaKKe IJIaTHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOI HOMEp MOOMIILHOTO TenedOHA TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsICIIb;

9. Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Tl UM HE MOJb3yenibes. He 3a0biBait mHOT 1A
MPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHBIE OHJIAH-UTPHI - TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS, 00HEIUHSIIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. rpoku uccineayror JaHHbIH UM MHp, OOIIAIOTCS APYT C



APYroMm, BBITTOJHAIOT 3alaHusd, CPAKAOTCA C MOHCTpAMHU U MOJIYYarOT OIIBIT. 3a YAOBOJILCTBUC
OHMU IVIATAT: ITOKYIIAIOT IUCK, OINIAYHMBAIOT aOOHEMEHT WU an/Io6peTa}0T KaKHC-TO OIILHH.

Bce 3t cpe€acTtBa HAYT HAa NOAACPKAHNEC U pa3BUTUC UI'PHBI, 4 TAKXKEC Ha CaMy 0€30IaCHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI daBTOPHU3allMH, BBIITYCKAOTCA HOBBIC IMATYU (HH(prBBIG 3allJIaTKH

JUISI IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B l'IOI[O6HBIX HUrpax CTOUT ornacaTbCsa HE CTOJBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXH TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu apyroit urpok Benet ceOs MI0X0 WM CO3[aeT Tede HEMPUATHOCTH, 3a0JIOKUPYH ero B
CITMCKE UTPOKOB;

2. [loxkanylicsa agMUHUCTpATOPaM UIPbl Ha IJI0OXOE IMOBEAEHHUE 3TOTO UIPOKA, JKEIATENBHO
HOPUIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii tnuHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYU U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. I[axce BO BpEMs UI'PBI HE CTOUT OTKJIIOYAaTh aHTUBHUPYC. IIoka ThI urpacuib, TBOM KOMIIBIOTECP
MOT'YT 3apa3uThb.

dumuAT NN Kpaka JUYHBIX JaHHBIX

OOBIYHOM Kpa>1<el71 ACHET U JOKYMCHTOB CCTOAHSA YK€ HUKOI'O HC YAHNBUIIL, HO C pa3BUTHEM
I/IHTepHeT-TGXHOJIOFI/Iﬁ 3JIOYMBIIIJICHHUKH MMEPEMECTUIINCE B HUHTCPHET, U MPOAOJIKAIOT
3aHUMAThCS «JTIOOMMBIMY) ACIIOM.

Tak mosiBUIIach HOBas yrpo3a: HHTEPHET-MOILIEHHUYECTBA WK (DUILKHT, TJIaBHAs 1[eJIb KOTOPOTO
COCTOUT B TOJTy9E€HUH KOH(QUICHIIMATBFHBIX JTaHHBIX MOJIh30BaTeIel — JIOTHHOB U mapoJei. Ha
aHrIMickoM s3bike phishing unraercs kak gumuar (ot fishing — peiOHas noBis, password —
MapoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI oJ103peBaelib, 4To TBOS aHKETa ObL1a B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CaThI, B TOM YMCJIEe, MHTEPHET-Mara3nHOB U TOMCKOBBIX CUCTEM;

3. Mcnionb3yii cinoxHbIe U pa3Hble naponu. Takum oOpazom, eciu Te0st B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYH TOJBKO K OJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;



4. Ecniu Te0s B3110Mai, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no06aBiieHb! y T€O0s B IpY3bsIX, O TOM, YTO T€Os B3110MaJIM 1, BO3MOXHO, OT TBOEIO UMEHU OyJeT
pacchlIaThes CIaM M CChUIKM Ha (DUITMHTOBBIE CATHI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkphiBaii (paiinel v Apyrue BIOKEHHUS B MUCbMAaX Ja)Ke €CIIM OHU MPUIILIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiiibl.

[{udposast penyranus

[Mu¢posast penyranus - 3T0 HEraTUBHAs UJIM MO3UTHUBHASL HH(OPMALIKS B CETH O Teoe.
Komnpomerupyromas nHGopmaius pa3MelieHHas B UHTEPHETEe MOXKET CepbEe3HBIM 00pa3oM
OTpa3UThCS Ha TBOCH pearbHOM ku3HU. «LludpoBas pemyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y1eObl, TBOE (HMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue nopoCTKH JIETKOMBICJICHHO OTHOCSTCS K MyOJIMKAIMK JTUYHON HH(pOpMAaLiK B
WNHuTtepHeTe, HE MOHUMAsI BO3MOXKHBIX TTOCIIEACTBUN. ThI 1ayke HE CMOXKEIIb JOTaaaThCs O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduit u Ipyrue JeiHCTBUS MOTYT HE HCUE3HYTh JIaxke
MOCJI€ TOTO, KaK Thl UX YJAIHIIb. Thl HE 3HACIIH, KTO COXPAHIII 3Ty HH(POPMAIIHIO, TIOTaJia JIX
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY’KaloIIlee JIF0/Id, KOTOphIe HAUAYT U YBUAAT 3T0. HaliTu nHdopMarinio MHOTO JIET CITyCTsI
CMOKET JIt000i1 - KaKk U3 100pBIX TOOYKACHH, TaK U C HAMEPEHHEM MPUUYUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOI penmyTaliu:

1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B 6J0re UM B COLMATbHON
CeTH;

2. B HacTpoiikax npo¢uis yCTaHOBU OTPaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIIS U €ro
COZIEPKUMOT 0, CHIEIIall €ro TOJIBKO «UIsS IPY3€en»;

3. He pa3memaii u He yka3piBail ”HPOPMAIIHIO, KOTOPasi MOXKET KOTO-THO0 OCKOPOISATH UITH
00MXKaTh.

ABTOpPCKOE IIPaBO
CoBpeMeHHbIE IITKOJIBHUKU- aKTHBHBIE TIOJIB30BATENN IIUPPOBOro MpocTpaHcTBa. OJHAKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOI'MMHU BO3MOXKHOCTSMHU IIM(PPOBOro Mupa Tpedyer

COOJIIO/ICHHS TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «MHTEIEKTyaIbHAass COOCTBEHHOCTHY» OTHOCHTCS K Pa3TUIHBIM TBOPECHUSAM
YeJI0OBEYECKOro yMa, HAaUMHAas C HOBBIX H300pPETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh



Ha NMPOJYKTHI U YCIYTH , U 3aKaHYMBast KHUTaMH, poTorpadusiMu, KHHOPHIbMaMU U
MY3bIKaJIbHBIMU ITPOU3BEICHUAMM.

ABTOpCKHE ITpaBa - 3TO [IpaBa Ha UHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh HAa IPOM3BEACHUS HAYKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAUECTBE FAPAHTUU TOT'O, YTO
UHTEJUIEKTYaJIbHbIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HallpacHbIM, AACT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/a, MOJYyYUTh U3BECTHOCTD U MPU3HAHHUE.
Huxkro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOM3BOAUTH €T0 IPOU3BEACHUE, paCIPOCTPAHSATh,
nyOJIMYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTHPOBATH, ITYCKATh B MPOKAT, MyOIMYHO
UCTIOJIHATD, I0KA3bIBaTh/UCIIOIHATH B 3(Hpe UK pazmeriaTts B VIHTepHeTe.

Hcnons3oBanne «IHUPATCKOIro» IMporpaMmMHOro o0ecIreyeHnss MOKET IMPUBECTH K MHOT'UM
pUCKaM: OT MOTCPU NAHHBIX K TBOUM dKKAyHTaM 0 6JIOKI/Ip0BKI/I TBOCTO yCTpOﬁCTBa, Trac
YCTaHOBHCHHHﬁ HC JICTaJIbHAA IIporpamMma. He cTout Takxke 38_6BIBaTB, 4TO CYLICCTBYCT
JIeTaJIbHEIC U OeCIIaTHBIC [mporpamMmal, KOTOPBIC MOKHO HaAlTH B CETH.

O noprane
CereBu4OK.p( - TBOI INIaBHBII COBETYHK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30MaCHOCTH B
CETH MOHSATHBIM U JIOCTYITHBIM SI3IKOM, a TIPU BOZHUKHOBEHUU KPUTHYECKON CUTYAIHH

00OpaTHUTHCS 32 COBETOM. A TakKe MPUHATH Y9aCTHE B KOHKYPCaX U CTaTh CaMbIM I (PPOBBIM
rpaxxaaHuHOM!

[Tucemo MunoGpuayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnenuu uadopmauu"



